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Short view of windows hooks
M ohammad Shams

Abstract

Using hooks is one of the system programmings technical articles that widely used in operating system
monitoring programs. Hook means installing a routine to monitor windows message handling mechanism and

event processing. This technic is used in many applications like antiviruses, firewalls, debugers, spy programs
and viruses.

Also some API monitoring technics are explained in this article, finally portable executable file structure
explained too with the way of itsloading.
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MS-DOS
information

IMAGE_DOS HEADER

DOS EXE Signature
DOS _ChkSum
PE Pointer

MS-DOS Stub Program

This program cannot be run in DOS mode

WindowsNT information
IMAGE_NT_HEADERS

IMAGE_FILE_HEADER

PE signature (PE)
NumberOf Sections
TimeDateStamp
SizeOfOptionalHeader
Characterigtics

IMAGE_OPTIONAL_HEADER

MagicNumber
SizeOfCode
AddressOf EntryPoint
ImageBase
SizeOflmage
SizeOfHeaders
CheckSum
SizeOfStackReserve
SizeOfHeapReserve
IMAGE_DATA_DIRECTORY[]
[Export Table]
[Import Table]
[Resource Table]

Section table

IMAGE_SECTION_HEADER][0]

IMAGE_SECTION_HEADER[N]

Name
VirtualSize
VirtualAddress
SizeOfRawData
PointerToRawData
Characterigtics

Section |mages

SECTIONIO]

SECTION[N]

Binary data of sections:
".text"
".data"
"idata’
" edata"
".reloc"
".rarc”

PE b jslo (V) Jga

(1]
(2]
(3]
[4]

(3]
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"Peering Inside the PE: A Tour of the Win32 Portable
Executable File Format" by Matt Pietrek, March 1994
"An In-Depth Look into the Win32 PE file format" by
Matt Pietrek, February 2002



